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(57) Abstract: There are provided an information recording medium, an information processing device, and method capable of 
excluding flood and use of unauthorized copying of a content according to information recording medium management. An infor- 
mation recording medium containing an encrypted content stores an information recording medium ID as an identifier unique to the 
information recording medium and an information recording medium ID revocation list as a list of information recording medium 
ID' s which have been judged to be unauthorized. An information processing device for reading out and reproducing a content 
stored in an information recording medium executes reproduction of a content only when the information recording medium ID 
stored in the information recording medium does not match with any of revoke information recording medium ID' s described in 
the information recording medium ID revocation list With this configuration, it is possible to exclude flood and use of unauthorized 
cop3dng of a content. 
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tarn. mm<omjti:mw.ir^mnmmmi!^. mnmmmm. ^nmmmmi^mm: 

15 

20 >"7^ (Content) h^-S'') i>^. >r > h ^<^)^ y M7 — ^ ^ 

^L"Cs fcSV^t* CD (Compact Disc) ^ D V D (Digital Versatile Disk) ^ M 

D(Mini Msk)m(omm^mmw uy'^r) s:^Lx^(Eiib-cv^5„ 

©gEii=» V-T^^^^^f*. — lf <O0f^"f"S P C (Personal Computer) ^ CUZfU 
25 joV^-CS^$^^^Jffi $nSo 
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^fr-rsr i:;65-t»#So mmmmt ux. =:^7">'5'^cD-R^ic=tif— u 

10 

15 ?Bm(om^ 

CD. DVD. MD^. ^m<D=2:^7^iy^ymmmm^. mmmi^ 



wo 2004/086233 



PCT/JP2004/003579 



3 

^jEX'h^ tm'^^tit:zmmmmmi^ i d<dv :^ h'Q:h?>mmmmmp^ i 

T©*^fl2=3r-::^n 5/^ ( E K B : Enabling Key Block) ^ 1» file -5 w 

(EKB : Enabling Key Block) tt, Wj^mnfS.mmPI^(Ommy'^<-( P^X 
LTOT^z-^^^y— Kdr— (DNK : Device Node Key) ^^:S<3V^T^-§•^aia 
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mmmmi^ i d v T^^—i^a i^v hj^naiB^^x^y ^-ij'it^^^iE^*: i 

$ b . 5^ © ^ ««! e O - ^Jfe «i ^ l;: *3 V ^ T . ^ # B . 

10 tf #^^iE^ic:^^$nfcit^ia^i^«c I D y 5i?<5r-.>3 vy ;^ 

ia^iE<*^ I D y xK^-v'a >-y ;^ h t<^/^-v^3 ^-tbig^^^^r b.if ^iia^^SE 
y \^^mvtcmmw.mmi^ i d y :j?'5r-,>3 ^ i:©^^-i?3 ^-j: tji^ 

K=¥- (DNK : Device Node Key) WiaW^ia^iSE(*f{J:*&iiift ^ ttfc 

Bt-i-fkliit^i: UTO^g&'ft;=¥ — 5. ^ (E KB : Enabling Key Block) ^ 
S&IBt^/^'I';^/— K^" (DNK : Device Node Key) ^3:S<5V^-C«■^ Stf 
S If ^ IB fiS: ISE I ^ ^ ^ $ ^ fc Pt b =1 -7^ V O « 51 ffl -r 5 # ^!Qi 

$ b I- . W 3 <^{B!I® . 
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15 tJ' t L-COJfrgb'fb^ar — T'n 5^ ^ ( E K B : Enabling Key Block) Sr^tffll^T? 

^'y ;^ b{-IB^$nfc y ^-^5'^t^ffi^lK^^c i D t-ifcL/iV^^ i:^^ 
5 i * #m i -r 5 1t^«!ia;&-^ Id 5 o 
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J:!3^Lv^t><^-cs>5#^ \^.'^m.m^mm^^^ ^ WffiiB#iSE*ic I D y 
10 ^^-^^^t^m^h-r^. 

;^y-K^- (DNK: Device Node Key) ^igffi LT. tfrS<t«^«ife!iE^t:{C 
15 ^«fi$tl.fcllt#^b:|iit^^ L.-C©^^>fb^->^n s/>5' (EKB : Enabling Key 

Block) M^1t«Bli:!SSE^*:iJ:*S-^$tL:fe:it-^'ft:='>'7^^^!y©^-^{;: 
D y^^^Jr-ixa :^y h «!: <Srm^|B^jSE(*:i3:^^t- 5 ;^ 7^ y i . 
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5^faia^i^^^ i d y Ji^-jr^-jxg ^^y ;^ h ^^:|B^$^^/c: y ^—i^mmm^m 
5 ft: I D i,B&SBif ^Bli:^SE^^c^^:^&^^i^fc^f #fa^i«ft: I D t (Dm-^ft&m^tm 

mm.mmmm^^m^tit:Lmmm»mi^ i DUKmmmmmi^ i d y 
m^^mm^^m^Hitmm^i^i^w i D;5s.itsiiB«^^^ i d y zk^-s^h 

:^y ^ ^{^:|E^$^^fc y ^ — ■^>^mm»m^ I D <^-ifeL;fcv^i i ^^#<b 
20 ^^^#:{c|a^$tLfc^t^tB««s: I DSrif i d y 7K^--SX3 

26 ■k^n^i^mW' I D y — vy ;^ hoefeffl;;^lE^S^IIfT L.efeffi©;^^ 

ft: I D y /if^-i^3 ^-y :^35M^y ict&i&^LifeW^ia^iijs^fts: 
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^5 1^ — ^jc }e: 5 1> © (ii RR b V > o 

iyai^yj^^b (DIRL) (D7'-iJ'fll^Sr^ig-r5l2It?fc5c 

25 ^^la-cfeSo 

12) 5 fi, — . 7*— :?<DBa^lC'gfeffl $ix5:t^'fb=3e — ^^'ci (EKB) 

Eier*. =»i^7^>'y«i©W^'fb#— :/r3 ^yj:^ (EKB) Icr^s^ffi Lfcffi^t^t 
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I2l7ri. ^^-fk^ — 5/ ^ (EKB) (D7 y hi^l^^-p^-Clib^o 

mati. (EKB) OiJ'^ofllfife^lli^-rsE-cfcSc 

ig-efcs, 
10 bEI-e*>5o 

mi 5{4. If #m^l^#:oMit*5J;TJ^«^S1»Rfe{-ov^Tm^-r5ll|-efeS„ 

mieji. mn^^mPfmmmm.(om^m^7f^'rmx-^^. 

16 
20 

[1. mmmmmm 

{c:oV>-CSft^i-So 01 CD (Compact Disc). D V D (Digital Versatile 
Disk), MD (Mini Disk) Ofm :7 7 y ^ ^ ^ V #@©it#iB^^K*it: 1 0 
25 0 0^&^7^-^{cov^Tl^i^t-•5l21-efc5olll 1 ^ Jt^O^^ ^^J 

it^S^i^jilci 0 oic:«. isi 1 ^::^•r^t#555^g.ijrt$tbTv^5o I D 
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^> 1 0 2 ^m-^-f- ?)t:tb(D =1 i^T ^^ymti.m?Lt£mmm'^—mmmi^\^ X 

— K=3r— (DNK: Device Node Key) {c:^<5V^-C. ^nm^mi^ 1 0 0 
^^tbfcHt-^litt^-e&SW^Yl:^ — 7'n 5/ i> (EKB : Enabling Key Block) 

15 PtWSi^Sr-ia^fll^lcJ: 5r^^>r K^— (dnk) o^i^, *3j;t;?7* 

^^-f K=3E^- (DNK) Km^Kmmh^ — ^ri y ^ (EKB) ©^^*0i 

a i 5 # ^ # ^ s ^ o V > T « ^ ili -r 5 o 
*fc. tf ^la^^s^^*: 1 0 oifcittT'w' I D V ^K-^r— ^'y ^ (d i 

20 R L :Disc ID Revocation List) 1 O 4 ;6S^jJft $ -5 » 7* -f ;^ ^ I D U zi^-J^ — 
^^3>'^);^^ (D I R L :Disc ID Revocation List) 1 0 4 5f^E=itf— 

d^tf ts^fe i: $ tb^T* -f >^ ;^ , «a| ;t jE J& 3 tf- = ^> 

^uytCD-RdS|iSa$tb:/h^-a'J2:.-€:©^ECD-R(j:=i i^-T'^'^' <i: ^ 

25 D y :^'Jr— i/ 3>'y;^h(DIRL :Disc ID Revocation List) 10 4 (D^^^ 
A : Central Authority) t'^Mff'i'^o 

f-i ITDV sl?'Jr — 3i^y;^h (DIRL :Disc ID Revocation List) 
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>]) :^ h (DIRL :Disc ID Revocation List) 1 5 0 tt^ EI 2 K^ir p {c, 
^W;^^ I D y Ttf-Jr — ;^ 1> (D I R L :Disc id Revocation List) 
f^^^tb^^^lcj; !9 ^iSii*B-r5/<-i^3 1 5 1 t .^^t--<# 7=^^ 

5 7.^<of^ I D^M^Jbfcy iJ'T^'f I D y ^ h 1 5 2 <t,^<— 
3 ^^#-^1 5 1 t y I D y b 1 5 2 i-^^-rsefem^liEItt 1 

5 3 ,b bTcO^|iE^;05-^*tLS« gficm^SEilt 1 5 3 tt, M ^ i Jfc 5 7*-i5^ . C 
©^-^fi/^-t^H >#-^i 5 1 <!: y ^-iJ^T'-f ^iJ^ I D y M 5 2 dJgfem 

C : Message Authentication Code) il^^fii^^^^ 

^m.^um. 1 5 3 <b \^x<kmm^^^m^m\^fz.'fi;>^)vm^^m\^^^ 

{-tt. mm^X^^mm. m^\-t±.^<0'^mm (CA: central Authority) O 
15 S^&^IE^ (>:^gS|i) <SrS^a^5^#L. Wffi^ (C A : Central Authority) 

;^^IDy;^hl52 ;^S9fefi$tLTV^5;5liS^;0^^i}^lJStii-5„ 

20 efea^lEiit 1 5 3 LT^ 5/ -fe - ^ IE =« - K (MAC : Message 

Authentication Code) ^ffl V^fc^©M A C ^IiE«!i3® iCO V>T^ 0 3 

UXtfte^i-S„ ^ y-t — -iJ^lEri— K (MAC : Message Authentication 

Code) y'—'$'(D^Mmmm<D7'—^ t \.x±^^^^^<oxtb y) . mac 

25 ■§-*O.S«lfife*^V>:rcMACtt^^0iISr0 3 {^^-r, 

3 :/#-^l 5 1 t V :^—^y^^ ^^IDyj:^hl52Sr 8 ^^-f f ^■fe ICltJ^giJ 
l^x (^^AT^ ^M^^ft^ y-fe — i?4:M 1^ M2^' • MNi:i-5), ^-f , 
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mmm. (Initial Value IVfT^)) i: M 1 ^#<&6t^Sfp-r 5 

<om^%: I 1 t-r^)o JSfeJ-. I 1 ^DE Sl^t#>fb^a5^-A^^> li (£iT. K 1 

t:mm^mmmi.. ^(omt) i 2 ^db sm-^itu^x^^.. mK 1 ^m\^^xm 

■^ih-r^ (m;^E2)» UT. ^TOp< -t-i^};^^ LXBt 

-^'fli*OiS<lrJifet-c :^m{-mTtfcEN;5M -fer-v^^lE^^-^ (MAC (Message 
Authentication Code)) t^i^o 

(0=f—^ (^y-fe-i^) {^lS<JV^T^fiKUltMAC ir. lB«it$ iLTV> 5MA C 
t<DJt|^«r^TV^, -icbXVNtbfi, ^^|E^*OT^-i5^ (^5/-^ — v^) fi^Hs 

MAC^fijclc*3{tSiiK 1 i: LTti. :fe:ix.f^. pggM^-iB'^^l^je: J; 5 
T^/^-r — Kdf- (DNK) lc:^<5< :fr^-(t;:^-7'n (EKB) O^-^- 

[2. mmm.mw.'mv ^) —mm 

^ic:, ^n— Kdr^x y ^i^3 (Broadcast Encryption) 

<^#ll(y— 7 : leaf);5S^tt^*tb(07*/^-f ;^ij:*B^i-5„ 
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J^^S'^'r— 5^ b (t*^^^ y ~ (DNK : Device Node Key)) ^p«^y 

l3i*&iJfii-Sol2I4 <DibTifeJj:^i"K o o o o ~k i i l i a^^y'y'^^ ^ o ~ l 

5 7!)>hs MT^^^h 2#S t^tfi (y — K) {dlEtt^Hfc^— :KR~K1 1 1^ 

m ^K^-fy V —mm^i3},^x sm^i-i'f^'^^ ^ 0 n V 0 o o o 

i:. K=aE^— :K000> KOO. KO. KRi:m^-r?>o f 7. 5«K 
10 0101. K010> KOI, KO, KR^M^i-So ;^ 1 5 f*, K 1 

111. Kill. Kii.Ki, KR ^BJf*-t-5o 0 4 (D^y y — {;ifi 

T^y^^;;?.^? o~ 1 5 <D 1 6i@0^^«$tb. y -«iltti 4 ©tiJ^cOi^^<D t 

15 

MD, 775'v'^^^y^<S:^ffii-5#>5r7iCi5?^:7°(DxV-^^^;55-^**^T 

m^\tm^<DM.Wtxmkjfz.%^^. ^ti:ipio'f^<^ , 1, 2, 3^p]— <^ia 

^rV— ^i->it LTtt, = ^Bt"^ 
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^ — {± X. f ^ ^ - <D M a. ^ <D m -a- { - M *f ^0; S ;5 5 ^ fr $ s r o M )S to a « ^ W 

15 c©y y — fl^it^^:*3V^T^ 0 4 ;5>e>l? e>d»;5J<t 5 iJis 1 oo^^/v— T'tz:-^* 

tl/S 3 0©7'''^>f 0 , 1,2. 3 fiy'y'^-f J^y— (DNK : Device Node 
Key) L-C#^ii©dr — K 0 0 . KO. K R ^-^tf 7*^^^ / — K=3p— (DN 
K : Device Node Key) ^^^"TSo - <^ / — K — tr^Jffi S r <b 
{c: i , 0!I;tfi*ii<D:3{. — ^7?/^^ 0 . 1, 2, 3 <D^\^^^-t^^ tfi^n 

20 ig^hJ'iSo fci:;t(i. ^iifc^^frf'S / — K=^— K o 0 (i. ■7^/-^^;^0. 1, 
2, 3 {r^ii-rSiSt'fr^— iJfeSo if:fe*=3r-Kn e w*/-K=3{- — K 

0 0 T?St-^<bL:/tffiE n c (KOO. Knew) M7 — ^S::frbXfc 

5V^^i^^i^^*:^^:^&^ftU-C7*^•^'<:^0, 1,2, 3 iJiia^i-ttf^. 7*^-<-r ;^ 0 , 
1. 2, 3 ©^jis. ^n^^t^T^^-^'l' ^ lJ:*3V>T<Si^i-5^^/ — — K 0 

25 0 SrffiV^TBt#E no (KOO. Knew) ^^i?V>Tff fc^i^ — K n e w^# 
tt^-^mtiS::^. /j:iS^ Enc (K a , Kb) f*K b ^K a i o TBt-^ 



fcSNp-^ t ^^:*3V^•C^ t'^'-^-Y ^ 3 ©^^-fSfi :K0011,K00 
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1 . KO 0, KO, KRdS^^# (^Ny;^?-) mj: t)»f*f $n-CSMLfci i ;5S 
?i%\.tzm^. ^tlUf^. (T^x-^-fJ^O, 1, 2, 3 ©iJ^/l'-T') -C 

fcSo ^O^tfefCfi, K^— : KO 0 1,K0 0,KO,KR^^jL^tbi^ 

5 fcT^iHK (t) 001. K (t) 00. K (t) O.K (t) R{;iJ|^L. y'y< 
4^0. 1 . 2 {--^rOM^^ — ^e;t5i61^^;05$>S„ ^l^l-t?. K (t) aaa 
SiKa a a ©Ittft (Generation) : t 5 ^ ^ ^i^i". 

10 ^1-^^-(b=3E^— 5/ ^ (EKB : Enabling Key Block) tf^i-£iv?>zfn -y ^ 

(EKB) tt. igi4}c^-ri 5 y — «Jt^sr^^-r5=s- 
15 =3r-i;:J;oT«l^$ns„ '^^^fk n ^ (ekb) tt, ^-Mi&f^n 5/ 

^' (KRB : Key Renewal Block) <!: P^fiTtt 5 31 i: t) fc S , 

1215 (A) {J::^-r^^fb^ — y P (EKB) {Cfi, /— K^ — ©M^(?? 

20 ^^tL5o I115(O0««, (I|4(;i:5^-ry y ~«it4'<^)7*^^'t';=^0, 1, 2^cl:}oV^ 

x — ^^'-efeS, 111 4;d*e)8^ J: 5 iJi, f-^^^ ^ 0 , T^^^-f >^ 1 tt^ y 

— K='r— i: LTK (t) 00. K (t) 0. K (t) -Rff^^s^-Q^y) , T^y^^ 
;^2H:. MSf/ — K^— <b LTK (t) 001, K (t) 00. K (t) 0. 

25 K ( t ) R;5Sl^^^^-efo5o 

05 (A) OEKB^c:^$^^S± 5 lJ:EKB{c:f±^^oiiif-^'fli:3lr— ;&s-^^tb 
So atr^^^mp-^-fbdr — fi. Enc (KOOIO. K (t) 001) "CfeSo 
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-K=3E^-K (t) 0 0 i-c$>9^ 7'^^>r:^2tt. S#oi^o y -7=3^— 

TCKDSt-^-fb^^r— Sr^-^U. K ( t ) 0 0 1 ^^^^t t^-Q^^o 
Ki. y)nftK ( t) 0 0 1 SrffiV^T. 05 (A) ©T35*b 2 S OPf^-fk^- 
Enc (K (t) 001, K (t) 00) ^m-^'^mtf£^ ^ JCif/-K^- 

5 K (t) 0 o^n^^t^^-r^^ &^rm^. ms (a) (D±^^b 2^ncDm 

■§->fb=3E^— E n c (K(t) 00. K(t) 0) ^^-^L. M^T^— K^^r— K (t) 
0. 1^5 (A) ©Jb*»b 1 ©a ©Bt-^-fk^ae-E n c(K(t)O.K(t)R) 
*«-^LK ( t) R'Sr#So — ;5r. v^^^-r^^KO 000. KOOOlfi. / — 
K^— KO O 0 «M^i-5*r^l-'^*tt-C*3b-fxM5&fy — K^— UTjK^lg 

10 K ( t ) 0 0 . K ( t ) 0 . K ( t ) R-e$>5o "T^^^^^KO 0 0 0. 

KO 0 0 1 f±. ID 5 (A) (D±t)^h 3^B<Dm-^ih'^—R n c (KO 0 0 , K 
(t) 00) ^m-^-l^K (t) 00. ^5^#b, JIJiT. 1215 (A) (D±f)^h2 
mB(Om-^it^—B, n c (K (t) 00, K (t) 0) ^^-^U, lEif/— K 
=3^ — K ( t ) 0.0 5 (A) 1 SB OBt-^'fl2=3f — E n c (K ( t ) 0 , 

15 K (t) R) $:«-^UK (t) R&#5o w(^J;5(-UT. ■r'^^^;^0, 1. 

2nmmvftmK (t) R^#5w^dst?#So jfe^s. ms (a) (n>^:y^v 

1214 iC^-r^' y — filitOJi{4S<^y — K^- : K (t) O.K (t) ROM 
20 !S:&5^M-t?fc«9. / — K=¥ — KO Oo;?/t©MSf«!i3g;5Sj61^^-efcS»-a-l-fi. HI 
5 (B) <0^^^^ — Zf^v^ (EKB) S:fflV^5;l i;-e. M^/— K=3r— K 

(t) 0 0 STT^^-^'f ;^ 0 , 1, 2 tcia^-f s r t ;8s-e# 5o 

;^ 0 , 1, 2. 3 ;0SfcSlB^iE^*:*.fflV>-C*5 ip . fffc 
^fe^ii©^ >'7'i^5'«iK ( t ) c o n;6Sjfi5.g-e$>s ii-s„ r 7*/^^ 
;^0, 1, 2, 3O*ai<0 7 — K'^r'-KO OSrM^UfcK (t) OOSrffiV>X 
!&ffc'&*ilOlE^='>'v^>'y«i:.K ( t) c o n ^Bf-g-^b UfcT* — E n c (K 
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(t) 00, K (t) con) SrEl5 (B) \^^-t K K B t t t ?> o 

5 i-i^j;t>t>. -T^^-^-r ^ 0 . 1. 2ttEKB^Sr^aLT#fcK ( t) OO^ffiV^ 
i\:,\^mm-t^=^l^T:yym¥i (t) c o n $r#S^ ^ ;d5Rr^{-'fe5, 

mete:, t^^-eodp-, myL\-t=^'yTiyy(ov^-^ri\iu^i^\z.mm-r^^^^ 

10 7^^^5'|iK(t) c o n ;SrEKB(D«!!ai^io-C5l#i-5*Q!3iltSJ^^-t-„ EK 
BfCfi, K ( t ) 0 0 ^m'^^X^ l^TiyymVL ( t ) con ^Hf-i-fk; L:fc■7=' — 
^? E n c (K (t) 00, K (t) con) <h|l|5 (B) {Z.^'T'f—'^'tt^^ 

15 HI 6 K^-^X. b x^^-f;^ 0 fi. ^^Wkm^^^^i\^x\^^^^ : t 

©EKB a^J-^fc b^^Cfe^iSft bXV^S y — K=aE- — K 0 0 0 S:fflV^T Ji32& 
Lfc: t m^t^EKB^O-afJ: J; ^ / — K=^ — K ( t ) 0 0 Sr^fife-fSo ^ P>(J:. 
ffi-^LfcMify- F=35^-K (t) 0 0 ^fflV^TI^t-^>ft:7''-:^ E n c (K (t) 
0 0, K ( t ) con) ^^-^L-CHif:^ ^^7^ V^'liK ( t ) con 

— KO 0 0 O-CBf-^'fbU-Ct&iS^bTtj J:v^„ 

<D='l^T>ymK (t) c o n (D;^^^jeiv^3^^^:^;55#btT.tb{5 ivv i:V^5# 

25 -a-t>fcSo wom-a-. Tiaoi 5 i&:fe-^<i:^s^ <b/05-x?t -So 

la 6 (D0t|i:l^«lc:. T^/^-f^O. 1. 2 tc:<^^?^= >'7^>^5'«iK (t) 
c o n*i||«9 EKB{*^ 
— i^a^- (Ve r s i on) : t 
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000 Enc(KOOO. K(t)con) 

0010 Enc (KOplO. K (t) con) 

5 

t'^^'Y ;^ 0 , 1 (iK 0 0 0 iSr^v^T> -^tLf^^-i 7- 2 (iK 0 0 10 Sr^v^T 

d5-e#5o r © i 5 »--t-5 r ^ J; 19 . y — K'^— ©Ml&f ttfTx:5^d;v^ t o©. 
ieJS5feai^lJ:3>'7^>'ySiSr4-;t5:;^«feSr J: 9^^J: < (-r^fe^^-^^ EKBlc 

la 7 K^^ih'^^yo (EKE) ©7;^— ^ b0!lSr^-fo — i^a 

15 2 0 1 fi. ^^-fk^ — T'n y (EKE) — a i^Sr:^-riBKSiJ^-efe 5o 

^-r^*g^#o„ ■t'T';^^, -^^^^ — Zfxiiy^ (EKE) (omm%<n>'f^<'^ 

:^\rLn-^ :^mmv y — opgji^^^i-o ^-i?' 2 o 3 >r$?ift:^- 

T'n^/i^ (EKB) cf'OT*— i^SPtT^fig^^-TTK-f ^^iJ'-efo 9 . ^i/jfJ-f Vi? 

So 

25 *S-^-t"So 

s„ ig 8 -tf tt. -T*— y^xm^m 5 (a) tf^e^ b^w^^fb^— :/ci 5^ ^ (e 
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KB) ^mH-t^m^7i<LX\^^„ wC3Nf©x — ^tt. HISO^ (b) \z:^-r 
KT Ki^;^ tt-So wO^-a-tt. /v- b^-©Mtf=^-K ( t ) Rif^-^ 

©(Dt*— tJ' E n c (K (t) 0, K (t) R) fi. m 8 (D (a) (C^-rPgiS^' 
y -{C^-rffitttCfcSo ^ ^(Dr-i^ra. Enc(K(t)O0.K(t) 

0) T'fe!9. V -±-(?i-im(D7'-<$' (DtEr(oi±m:\^h^o y'-^a^i^^m^ 

^i^^50. «JV^;®^fii^s^^$tL5, ^^tt [tc. (L) ^iJ^. :& (R) 
iLTia^^tbS, SJbSOy'— E n c (K (t) 0, K (t) R) 



<$'^n. 7*— iJ'En c (Kxxx, Kyyy) V —mi^<D i£ :i \ilitm.V 

T V ^ S * ^1: ^ ^ ^ $ S 1j t? fe S , 7^ - ijr §5 le: ijft ^ 5 _ ^ 
— iS'Enc (Kxxx. Kyyy)... fi, mmKV^-^ii:.:^ fbtl^ — (DB^iy' 

0:Enc (K (t) 0, K (t) root) 
O0:Enc (K (t) 0 0, K (t) 0) 
OOOrEnc (K ((t) 000, K (T) 00) 

^^^^-r5@H^t#^c:^3v^T^±0^ L< ;'^v^„ ^tLj^^u. ±m\.fz.^ yt:^-iiL 
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07 le: MoTs EKB7;*-— -^ybicov^T^blclfeeg-rSo W^S 
(Signature) 2 0 8 fi> ^^H^^ — zftiy^ (EKB) Sr^fr ^ r^Si 

5 4^nm^^m\^2:^XjE^:^^^ih^—ytiy^ (ekb) |gfr#;&s^ff U 

fc*^>(t;=ar — (EKB) -CfcS ;n <t ^5ftm-r 5 c 

y V —mT^(om:±m^n. /v— h k r o o t 3 o i -^^n^^fi^. &k~f<D^ 

Ra^Jwfi/- K=¥-3 0 2i!>mM^ti. ftTSl-ti^ y-:7dE^-3 0 3:05^^ 

:ir-e>— bTftJi^?5>e>^MS B (Dfes y — K^;&v"=i'yy — K30 
20 x^^y — KifSo ^M^o i^(Dy — v^m^.t [^x}^T. m+ i^^t 

y-7i-r5, 

mx.}f£m 9 OHMS a o 1 ooy — K 3 0 5 y A;5S^:e§^^, 

25 (oy— h'&.TKm^£^ y — h\ y -7fi;«77^=f y Afcis^^tb, /j^T^/^^ 



wo 2004/086233 



PCT/JP2004/003579 



21 

7 — K 3 0 7 ds^^^tL. ^ e>i-^<DT{4»-^ =^mn±mmH^mm<^:if7'=^ 

y {e:-^*tL5 [PHS] K3 0 8 im^mm'} K3 0 9 

^(O^. Bt-i-'fba^^-T' V^'iDffifB. fcSV^^±«■«df^ — (7)i2^, Mtf 
5=fr^'fb=¥ — 5/ (EKB) ^^fifeLTiaftb. TM.'^ y — V &.y (Dy' 

20 
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it^-zfny^ (EKB) Sr^aild^fiKLT. H^/- KiSiLTt3:JI|-t-5 7*^^-r 
5 5o 

t>tL5o Bio <om-(^tt. 8 + 2 4 + 3 2®<D7 — Kd?^' P — ^iti 
15 -t-JEc^^-^.^KDTS/^^-T^Aoy — $ e>(iiTO|@eo 2 4^05 y — K{C 

KlJ:^f5:-r5=3r-;6S. DNK (Device Node Key) 

R' j:oTBt^>ft:$n> -hfiop^gcDMir/- K=¥-(i. ^c5il:ifi(?DT<fi:<3D 

P^JlOJi:^/- Kdr-<Sr^V^TI*-^^fc$*L. E K B ICiaS $ ^ So EKBfC 
5v^«:y-7=^r-^^J;oTHt■^'^l:$|^. E KB p^lclSB^tbSo 
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-«rfflV^T.=r ^-T^V^/T*-^ i: t t (-BB:*^ § tl 5 E K B |^ {^^iB ^ tuT 5 

[3. it^^aa^go^as] 

y^'S-rffeSo mmmmmms 0 on. AW;^ I /F (interface) 5 2 O. M 
PEG (Moving Picture Experts Group) ^ <0 ^U^-^H^.y'— ^ <D±^. W.^^ 

mnir^=i--r>y^ 530. a/d, D/A^^-^^-iJ^ 541 ^^ix^Affi;^ 

I /F (Interface) 5 4 0. Bf-^^aS^^ 5 5 0 . ROM (Read Only Memory) 
5 6 0, CPU (Central Processing Unit) 570, ^^ysSO, la#i^^^i: 

5 9 5 (Dmmmi^^ ly ^ z..-:^ (i/f) 5 9 oSt^U. 5 1 
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^-^^ 5 1 0 ±\^mti-t^ t tii\c, 5 1 o±<D7'i^^/i-m-^^ 

MKtatiir^o =x^7'iy^ 5 3 0 fi^ 5 10 Sr^bX^t^^tb 
S0lJx.«MP EG??F-^>(li^HVt7'-^5'^X3- KL>AttJ;b I / F 5 4 0 iJlffi 
5 i i t> i^.Amt) I / F 5 4 0 ^^e>#t^&$tT.Sv^i^i?'/l-{t-8-^^>'=' — 

5 Kb-C^<;^ 5 1 0 ±\::mt)'r^o Atiiti i / f 5 4 o tt. a/d, d/a^ v 

5 4 1 ^rt^bXV^So Amtt I / F 5 4 0 {i. :^1>lfP^* ^ 5 T 

•^-ci ^fB^Sr^ft A/D, D/ A 3 V'x^— 5 4 1 X A/D (Analog 
DigitaD^Jfe-rS - ^X. ^i^^' /Vff-^ i: bX. ^--f v ^ 5 3 0 Icffij^-rs 
i <b t>lii> ^—'fvi' 5 3 0 ;5»bOr'i^^/VfB#S:. A/D, D/A^r^^^— 
10 ^541 XD/'A (Digital Analog) ^l^i" S w t X. T-^ci ^fa-^i UX. ^ 

Bt-^^aa^^S 5 0f:±s^Jx.(^, 1^5'7'OLS I (Large Scale Integrated 
Curcuit)X«l^$H.^^;^ 5 10 ?S:^LX#t*&^ti/5«»J;tf^=' >'5'^(^y' 
15 i^^/v^-^-^Bt-^^kU^ *;/btt«-^b. 5 1 o_b{j:ffl;^>i-S«lRfe*lto» 

jfcjS, Bt-§-^3ffi^@5 50W:l^iy::^LS I \Z.W^-T. ^m<Dy7 h e^aiT* 

ROMS 6 Ott. 0iJx.tis It^^a^gr i:{ci@W<^^ S V^«1a^(Dtt^ 

?SrlBit bXV^5„ CPU570tt. ^^y58 0 tzifEft § HfeT'n A 
=fT-t-S - t X. 3—7*5' 5 3 0 -^^Bt-^^Oia^© 5 5 0^Sr©J«|-r5, 

25 p< ^ y 5 8 0 bfcT^^'x'.i^IDy^i^^rw-cygVy^]. (dIR 

L :Disc ID Revocation List) ^x-Y ^ b^^Sl 9 ^i^-t* So =fy(:^i^l 
D y 2f?-$r-t^3 i^yy^ f (DIR L) f^-fe dr * T t^l 7< ^ y l^ll&iffti-So 0IJ;tf^ 

o Olei^^t^lx:^ i Dl;:3£<3<Bt-^>(l::*ifeUX;»«^y 
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:z<oi:o\!^y'^ I DV ^e^-Jr— ^xa :^ U (D i R L) \-i^^7b>ibm^fi> 

5 ^^yssojctt. $ble:^CPU57 0 /5S^f7-r5:7'n CPU 

5 9 Ott.T'i^^/i'T*— iJ'^IEiiiS^pr^jfcia^iEfzlcS 9 5 ^mwi-T^^i 
tKXV) . mi^mi!^5 9 5 ^^^jXi^^/l'X — jS'^ig^lii U (f?^U). 5 

1 o±i^mt}'t^ t tiii^.^"^:^ 5 10 \^xmi^^i^^^i^'$'^^7'—^^. 

10 ^^IftflcS 9 5 lctfe*&bT^^$-&§o 

^^^^^*:5 9 Sn. Wi^it. DVD. CD. MD ^ ©3^7^ ^ . ^mnf 

15 xm^nm^m^-Q^^t-t^. -tab. ^li^ii^^s 9 5 tt. -ita^Oiaiggs 0 

tf ^^a^g 5 0 0 Kid\-y:hmmiW.mimi^^m^>y'i^y(Dnmmm\^o 

V^X. 121 1 2~I2I 1 4<Z)7n — <Sr#R8bxm^t- So 

20 

012 fi.l^^^kSigigt^ll! 1 S:#Rg bXSiW bfcif ^IE«^iEflcSr-fe y h b. 

^■7^s/>^s 10 1 {^:*3v^T. it^^QiSi^gif*. mmm^mm^^m^^f^'f 

25 I D y 7J^'^ — -i/a ^^V ^ h (D I R L) ^m^W ^ . IE ^14. t-^^t?t> 

^m(omm<Dmmmmt:n f> o ^innti^ mm\^ti^ t^^^^jJ' i d y /K-jt 

-i^a >'y b (D I RL) ©efe^:^iE«tt bT^M«iBt-^fi^flf Srffl V^fc7*^^ 
tL^SkWL^WE^t bX^ jy-fe — i^^lEa— K (MAC : Message Authentication 
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Code) /55fT|■4.$^xv^5#•a'^*> 3 ^0m vxm.m ufeMAc^^SE^o-a 

y'^ ID]) /i^-Jr — i/ Bl^V (DIRL) i^^Mf)^^ ^ tm^ i^^^T 

f^y^i^ I D y sJ^-ir— 3 :^ y :^ h (d l r D ^^:g^ct[;65>&v^^:2^^J5t (j^t" 
5/7^8 1 0 2 : Y e s ) ^tbS i:. ;^7^-:y::^S 10 3 iJlili^f-. It^lBlib^SE^^ci^^ 
10 b^^ttS bfcT^w' ;^ i!' I D y -^^ — -y 3 >' y ;^ h (D I R L) — a i . 
1t#«!;Sig»<Dp< ^ y ^^:^^$nTV^S7^-f I D y — i/a y ;^ h 

(DIRL) ii<oy<—t?^ ^'itm^mn-r^o mnmmmii^f>^hm^my^t:.y^ 

^ Ts^ ID]} ;|?-ir — v^3 l^V^h (DIRL) (Dy<-'i^a V^OSIt^^tS^fil^l 
*&i^$^x-CV>57*>f I D y i^a i^y:^^(DIRL)J: •)i^bv^^& 

m^tii L^t'w^^J' I D y 2}?'^*-i^3 i^y ;^ h (DIRL) ^m^jit^. 5E5gf 

D y y b (dirl) ;55|&^$tb5o 

20 3fe43, -it^jaSiSffo^ ^ y leiy*^ I D]) Tj^-Jr— y ;^ h (d I r 

3>'y;^}' (DIRL) srit^^ts^gopt^y {cL»#jitf«!!a^*^T'r5o 

25 ;fe*3,_hiliLfc0i|T-«.-7'w ;^i^±lc-r^^ I D y a 1^ D :^ h 

I R L) ;dS*&jirt^tvTVN-C. ^*L<£rfflV^-Cff^^O^ ^ y ;^i5' I d y 

'{r-i^3 :^y ^ b (DIRL) t:w.i^-r^m^fSi.m ufc^s. tii^ftts^e*^^ 

affox-f I D y Tff-ir — i^3 :/y > (d i r D <SrA^LTJEif UTt> 
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H';^:J^IDy7j?'{r — ^/a^^y^b (DIRL) cOx^— v?3 :/^i5:;t$>V^, SfU 

ij^'Jr — e/a :^y h (DIRL) ^ V>T ^ ;?« T Srfe 

o;/t«l5g©-7*^ ^iJ' I D y Ji^-Jr— iX3 ^'y >^ b (DIRL) ^H^rs i 5 {i: 
LTt> j;v>„ 

10 

^sfetei. mis bx. mm.^-m.mm.-b^^n't ^ y :^^flJ^^affi^;Iov^ 

TUi^-rSo r (^^o-Sfi. m 1 2 (D^a.g|{;:i^v^T^^T^6o ;^-7"5'>^S20i 

15 j^T^s'T's 2 o 2^^:j3V^T,^t®«!i3ffi^ao^^y icI&jJftbfcT^w':?^^ I D 
y f^s^^^y^ >'y^b(DiRL)©y /i?-^ i d y b i:1t#^^i^^^>p> 

;^7"3/yS 2 0 3ic:*3V^-C.7^^;^i^ l D y ;!i?'ir — iXa >'y ^ h (d i rl) 

20 ©y ^-jj' I Dy;^ ^ i^t_^^.^^^^|s:/&^?>§g^m b^feit^^^^^**: I o^jis 

25 — ifcUfc#-^H. (C A : Central Authority) ;ei5, ^piEijSiiC 

D-R^^^lS<JV^T3 f — $;h.:/t1t#mii^SE«= I D^Srtttti y JK~-i5' I D y 
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:^'ry^S 2 0 SKisy/^X.y'^ ^-^ I Dy :^^ — iy3 X KD I R L) 

3 0 1 ic*5v>T. mmmmmmti. mnmmmm^h. nt-^-siit^. -r^fc 

10 t>%^^i[:,^—^x3^yi^ (EKB) ^rn^m-to S 3 0 2 (^:*5V^T. 

\^?>y'^<4 ^ y — \^^— (DNK) \<im-5\,>X^mt^ — -:ftJy^ (EKB) 

15 

^tiJLT.XT^yys 3 0 2 -e^#bfc=i >-x^^5'ii^^VNT;^-7=-S/7'S 3 o 

;^7^5'7°s 3 0 3 . 3 0 4(oit!!m^m^M\^M^\^. 

^ :^7^^^yii^^m-r5«fife^: uxtj j;v>o *fc, ^is^m^itm^-^^ 

25 7*>f ^ t5'Kjt^lii> y^-f :^'!'±K. V =ar — -euf-^'fb L fc = V li <Sr ^ 
J; v^o 
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J; 9 mm(^ ^ >'T i^^y m^i^x =^ i^'r ^''i^ ^f^-^<[:i\^it.m^ii'^MX' 

So 

5 

[4. «^iB^^«co$!iiS, *^mmm 
10 EI 1 5 \z7ik'rmxi-i. mmmmimt^m^itm^ 6 o s i^:*3v>t. cd^c^w^ 

15 jK-Jt— v^3 ;^ h (DIRL) i:*5^iiift$tl5o 

(.^n^MBWi) Oj^ox^^-f K=3r— (DNK) \Cio\,^X(D^ 

20 «!iSfirti3fc*^'fb=3r-::^n (EKB) trmmmmmp^mmm^ 6 o 3\^m 

^i-So *Wmm (C A : Central Authority) 6 O 1 fi. ^t#|BiifeS^^*: (t*^ 

j^ij') I D*5j:rj«. mnmmmi^ (.^^ 7.^) i d y ^^^'{r— >'y ;^ h (d 
I R L) ^mmL^m^^Pfmii^m^ e 0 3 m^w-rso 

25 If 6 0 3 tt, :/-7^ >'5^:7'a 6 0 2t>h^m\^t:. 

Bf ■^'fb;=i >'5'*5 iTJ^^^-fk^ — y tJ^ (EKB) ,b . (CA: 
Central Authority) 6 0 1 d=» f>^ffl bfcif ^^^i^fls: ("T^-r ^ ) ID*5j; 
tJ«. It^lBSiiEfls: (7*^ ;^iJ^) i D y jI?^-V3 y ;^ h (DIRL) ^1t^ 
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*3 . 7^/^ ^ y — K =^ - ( D N K ) ^ - if it # «!i3ffi^ g 131 ^ -r S « , 
5 Wa^6 0 1 *fcf^ 3 i^7">'5'^D^^'f i?' 6 0 2<DV^-f^^^5^fo•rt> J:v>ofc 

^li^iE<*:Mit^e 7 0 0 7<m:h I / F (Interface) 7 2 0, V^-^^M^m. 
10 7 5 0^ ROM (Read Only Memory) 7 6 0, C P U (Central Processing Unit) 
770, p«^y780, iB^^#: 7 9 5 (D^Wk^W^ ^ — (I/F) 

7 9 0^^U> :L^h\'i.^^:^ 7 1 0 j;o-rffi2{J:g|!^$tb-CV^5o 
Affl;^7 I /F 7 2 0 (i. ^la5d^b^«&$tb5xv?t?/vffi-^SrS:«U, 7 

>''ct (EKB), *5J:-a?WSM ( C A : Central Authority) b 

g:^t-S1f ^ia^i^^i|s (7^^";^^^) l-D^i.-a. '^m.UmmW- (y^^:^^) I 
D y jK-Jt— 3 y ;^ b (D I R L) iff^T^'— S/ h !7 — ^ bXS 

i:/55-et So jfc^J, it^ia^itjttfls: (x^ ;^:J') i Df±, ^iSi-ST^-f 

20 JXiJ' (D^ICIJS: C^lCO I T>^WMm (CA : Central Authority) jJ)>bStH-r 
5, 

Bt-^«!!a^©7 3 0tt,«»J;tf^, l^s/T'OLS I (Large Scale Integrated 

Curcuit)-e^^$n,^^;=^ 7 10^^ UT#t^$tL2> = >'7"i/:Xi: VXCDv^i^ 
25 *fc(±m-§-u, 7 1 0_h}C|ii;^-r5«lfife^ito„ n 



wo 2004/086233 



PCT/JP2004/003579 



31 

U^^it^ — Zf^-y^ (EKB) t. (C A : Central. Authority) 

h^m\^ti^nmmmi^ i^^^i^) imaiixj^. mnmmmw (y'^^^) 

Central Authority) bStS U ^ P 7 4 0 S , 

7 5 0 ©$iJ^lJ:Ufc355oT, 7 4 0 $ ixf:i7=^— 

^«ifcaEflc7 7 Ofi. ^Jx.«. DVD. CD. Mr>m(Oyty'^ . tftm^f' 
15 -f ^^^7^^;^^. m^'r — zf. feSV^ttRAM^©^^£^fls:^^ y ^<??7^ 
i^iJ'/WT*— ^5'<^)IBttWtfe/j:l^^*:-e$> 0 .lE^iE^-r ly^z^zr.-:^ 7 6 0 *^e>^ 

iyj^ (EKB) '^mm (CAiCentral Authority) d> Ufclt^lB 

(x^;^i^) I D^3j:t;?. (t*^^^') I d y tJ^'^^- v- a 

25 ^^y^h(DIRL)i t^^m^^X\i^^-^(D t-r^o ^.e*3^ if ^IE^^^^^ (t* 
-f^i?) iDti. 0!i3ti-5 7'-r <Z5|^Ij:j:£: I DSrWa^ (CA: 

Central Authority) d»P>Sffii~5o 

>^7^S/:?'S 4 0 1 lc:*5V^-C, (CA : Central Authority) ;&*?>^^ 
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(D I RL) ^ y d=»b^^ttJ b> ^'ryZfS 4.0 2. y:f S A 0 
j3V^T. ^:y'ri^yzfr2^<^^^fi^^^^\.tL^ti^ih^—':f'a-/^ (ekb). 

ISfelc, ^•r5'yS40 5 ^3:43V^T. 7. if -'f 7. ^ (ci^<5 < ^' >' Id J; 
4 0 6 121 j3V>-C^ (CA: Central Authority) ^ y 

4 0 7(e:*5V>-C. Mit*S:^>55^ (CA: Central Authority) ^^b^® 

rOi^tJl. T^-f ;^jJ'Sijt3SI#tt. (CA:Central Authority) 

20 ::^;J':6S^m^tL:feli-a"f±. = fcT — ;55^^T § tbT V^ 5 t (Z) t H^J^ ^ 

(C A : Central Authority) d5ffi#|E#j^(*: (t*^'^^') I D y tJ?^ — 
-^g^'yj^b (DIRL) I DSrS^iitfJE^^aaSr^tfU. 

25 

^®i^o^^y ij:*&iirt$tL]felta^«^jK(*: (f^-f ;^j5^) I D y Tif^^-i^a i^y 
(DIRL) io^^— :/Hsl!i355^^T^a^^ Mi^^tb^y ;^ hdM^y 
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:7"D -fc>[*iBlt^flc<t UT<D/N— F'f^ :^^-^ROM (Readonly 
Memory) IC^fclE^ LT*3 < r ,b ;^5-e# 5o fc6VMi. ^ d 7 A ^ 
•:f fVf -i ^ -iP ^ C D — R OM (Compact Disc Read Only Memory) , MO (Magneto 
20 optical) X ^ tJ', DVD (Digital Versatile Disc)^ i^^v'-f:^^. 

LfcDs L A N (Local Area Network) . -< 5^ h V^o fe^ 5^ h !7 — ^ 
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Doy ;^ hx-fcS1t^ia^i:i^#: I D y -^-fr — 'y^ i^') 
15 mmmp^ I D y :^y ;^ McIBJE $tb:fe: y t^lt^iaiigSEft: I D 
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